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Encryption Protection
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VIHTenneKkTyasibHaa 3aLnTa
OT WNPPOBaIbLMKOB

11719 Ballen OpraH1u3auum

AHannsnpyem nosefeHme NpuIoXKEHUN B peasibHOM
BpPeMeHn 1 06Hapy>X1uBaeM Jitobble npouecchbl
LNPPOBAHMSA 3aLLULLAA Bally OPraHM3aLmIo

€



Knro4yeBble BO3IMOXHOCTU

UHTennekTyasbHoe

n
obHapyXxeHue

AHannsvpyem noBegeHve NpuIoXKeHNN B peasibHOM BPEMEHU 1
0o6HapyxvBaem Jitobble npouecchl WdPpoBaHMSA, YTO, NO3BOISET

BbIAB/1IATb CaMble peakne n HemsBecTHble LLIMd)pOBanbLLI,VIKVI

NMos1HaA OTMeHa
BPeAOHOCHbIX U3MEHEHNN O

Bce M3MeHeHA BHeCeHHbIe WQPOBAbLLNKOM A0 06HapYXeHW ,

MNOJZIHOCTbIO OTKATbIBAKOTCA K NCXOAHOMY COCTOAHUIO

LleHTpann3oBaHHaA 3aLUTA 9
BCEN KOMMAHUU

AreHTCKaa cnctemMa no3BosifeT He3aMen/INTeIbHO
6J'IOKVIDOBaTb LIJVId)pOBaJ'IbLLI,VIKVI Ha BCeX KOMMbOTEPAX

KOMMAaHUW Npun 06Hapy)Keva| Ha OAHOM U3 HNUX

3aMKHyTOE .
pa3BepTbiBaHMe

Cuctema pa3BopaunBaeTcs 1 3¢ dekTMBHO paboTaeT B
3aMKHYTOM KOPMOPaTUBHOM KOHTYpE U He TpebyeT AocTyna B

Internet

3awWumTa 6
Ha ypoOBHe A4pa

MexaHn3Mbl 3aLWMTbl pa60Tar0T Ha ypoBHe A4pa OI'IEpaLI,VIOHHOPI
CUCTEMBbI, YTO UCKJTFOYaeT BO3MOXHOCTb ee o6xo,qa n

obecneumBaet BbICOKYIO MpOM3BOANUTE/IbHOCTb

MHTerpauua
cSIEM

MoanepXXMBaeTCsi BOSMOXHOCTb MHTErpaLmmn ¢ cucTemMamm
ynpasfieHna cobbiTuaAMM 6e3onacHoCTM Ans
CMHEepPreTMYeckoro noBbilLeHUA 3dbeKTUBHOCTH
KOPMOPaTUBHOW CUCTEMbI 33LUNTbI

L._JJ

MrHoBeHHas .
610KNpoOBKa

BbifB/ieHWe 1 6/10KMPOBKa LN POBabLUNKOB

3aHMMaeT A0/ CeKYHA

He3zamMeTHO . P
ANA nojsib3oBaTesien

Bce npouecchl 3amMThbl BbIMOJAHAKOTCA B d)OHe n

3a6CcoNOTHO HE3aMEeTHbI 415 M0JIb30BaTeslen

d¢ddekTUBHaAA paboTa -
c 601bLIMMU AAHHBIMMU

BAI0YHbIE a/IrOPUTMbI aHa/IM3a 1 BOCCTAHOB/IEHNSA
obecneunBaloT 3¢ PeKTUBHYIO paboTy ¢ dainnamu noboro

pa3Mepa, 6e3 orpaHnYeHnm

3awuTa cepBepos, .
BUPTYaJIbHbIX i)
MAaLLUKMH U pabounx cTaHLMI

MoanepxnBaeTca paboTta Ha paboumnx CTaHUMAX COTPYAHNKOB
Tak M Ha BUPTYasibHbIX MALLUMHAX M CEPBEPHbIX KOHOUTYpaLMAX,
oA, ynpas/ieHNEM NOIb30BaTeIbCKMX U CEPBEPHbIX
OMepaLMOHHbIX CMCTEM

AKTUBHaA o
CAaMO3alUMTa

B cocTaBe pelleHna NpeaycMOTPEH akTUBHbIN MOAY b
COB6CTBEHHOM 33LUMTbI, UCK/IOYAIOLLNA BO3SMOXHOCTb
3/10HAMEPEHHOrO BO3ENCTBUA HA aNFOPUTMbI, MHTEPENChI 1

pecypcbl cnctembl CryptoDetector

BbicTpoe n npocroe <>
BHeApeHune

HeT He06X0AMMOCTU B U3MEHEHNWN NN 3aMEHe
CyLLLeCTBYIOLLEN CUCTEMBI 3aLLUMThI, paboTaeT Kak

,D,OFIO)'IHIATE}'IbeIﬁ, KPpUTnyeckun BaXKHbIN C/10M 3aWnThbI



BapraHTbrFMCNO/Ib30BaHMA
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ObecneynBaeT

3 PEKTMBHYIO 3aLUMTY OT
yrpo3 WwWndpoBasbLLNKOB
Jaxe ecsiM Kpome
CryptoDetoctor He
NPUMEHAETCS HUKAKUX

[OPYrvx CpeacTB 3aLnThbl.

Bawwa nHdpacTpyKTypa 3amieHa
OT yrpo3 WdMpoBasbLLMKOB

ADPXNTEKTYpa peLleHnsa
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FEERT, LR T

A

Mo3sonser
NHTErpupoBaTbCS

C 3/1IeMEHTaMMN KOMMIEKCHOWN
CNCTEMbI 3aLLNTI
npeanpuaATUA, TAKMMN KakK
SIEM, DLP, EDR, IDS, IPS.

CyLLeCTBEHHO MOBbILLAETCA 06NN

YPOBEHb 3 DEKTUBHOCTM CUCTEMBI

3aLLNThI B YaCTN pearnpoBaHna Ha
yrpo3bl WK$pPOBabLNKOB
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ObecneynBaet
6eCKOHPINKTHYIO
COBMECTHYI0 paboTy ¢
No6bIM APYrMM NPOAYKTOM
Mo 3aLuTe MHGopmaLmm
Bktoyas EDR, DLP.

3aLUyLLEHHOCTb OT WU dPOBA/bLUNKOB
BbIXOAWT Ha KaYeCTBEHHO HOBbIN
YPOBEHb, 61arofaps 06MeHy faHHbIMM
MeXAy KOMMOHEHTaMM CUCTEMbI
3alUNThI B PeasibHOM BPEMEHM.

Ka>kao0e noak/itoueHHoe yCT-BO HAaXOANTCA Mo/, 3alLUMTON

[peaycMoTpeHa
BO3MOXHOCTb COBMECTHOM
33LLUMTbI C OCHOBHbIM
aHTuBMpycom / EDR
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[TONHaA CXemMa apXmnTeKTypbl "y

‘~. yl'lpaBﬂEHVle JIMUEH3NAMU KJIUEHTOB
CMHXPOHM33LMA YePHbIX 1 6e/bix
CepBep — CMWCKOB NPOrPamMM Mex Ay KANeHTaMn

CryptoDetector —

Pa6ouas ctaHuma 1 Pa6ouas cTaHuuma 2
~ Co3paHme pesepBHbIX KoMK  MpursaTye pewenwii o 610kMposke/
o ® 6r0k08 [AHHbIX, U3MEHAEMbIX o ® paspeuwennn 3anycka npouecca/ AreHT
' NoA03PUTE/IbHBIMK NpoLLeccammn ' onepauwii 3anucn K’ CryptoDetector
3 BoccTaHoBneHue $annos npu MNepeaaya iipopmaumn 3 e lMoka3s yBefoMAeHNi
! BbIfIBIEHWN WKPPOBAHNA 0 3anycKax npoLeccos {' 7 nonb3osatenio
: W BbINOJIHAEMOM MU : :
| wndposanm || --@ 3anpocpeakumny
' C nosib30BaTeNa (ONLMOHabHO)
; : D Pa6ouas cTaHumsa 3
] '
( ~ >
e [Lpansep Cnyxba AreHT
CryptoDetector < T CryptoDetector o CryptoDetector
®
Mpouecc_1
B/10KMpOBKa/paspeLueHie 3anycka
npouecca
BioknpoBKa/paspeLueHve
orepauuit 3anucy NpoLeccom
\ MNpouecc_2
T poTDarIMt Pa6ouas cTaHuua N
B YepHbIi1/6enblit Cncok @ ELELEEEEEEEEEEEEEEEL
)KypHanupoBaHue
—» Mpouecc_3 AreHT

CryptoDetector

JlokanbHasA
Bas3a AaHHbIX

—» Mpouecc_N

""" { OTCNeXnBaHNe aKTMBHOCTU NPOLLECccoB
(3anyck, 0CTaHOBKA, BbINOJIHAEMblE
onepauum), BbiABIEHUE ONepaLuii
wndpoBaHna



BbiaBieHne n 6,10KMpoBKa yrpo3bl

Cepsep CryptoDetector CepBep ynpaenenus

N
Tekyuime npasuia 3anpoc noanTUK OTyeT cepBepy O6HoBneHue 6a3bl
B < HoBble npaBuna || ba3a yrpos
Ce areHTbl CeTn 19 Beex M NOINTUK
Pabouas cTaHuumsa
»
( AreHT N
SRR CryptoDetector ¢ ’
AHANIUTMYECKNI OBUXKOK [IPMMEHERHEMNPIEHA
B R Mogaynb NpUHATUA
LleHKa p1MCKOB » peleHMii
CurHan areHty —
ABTOMaTHyYecKas 6710KMPOBKa Bei6op peakumn 3anpoc noATBepXAeHUA
Ha pabouen cTaHuMK
MHTepdelic nonbloBatens
®» BJIOKMPOBLLMK NPOLLECCOB A E— Monb3oBaTeNb NOATBEPXKAAET
KoMaHAa BOCCTaHOBEHUA — 3anucb cobbITUA B XXYypHan BnoknpoBKa wndpoBabLinKa
Yrposa
. -/
Jpansep -

CryptoDetector

LLndpoBanbLymk

MoZAy/ib BOCCTaHOBACHMS Bnok coxpaHeH B 6ypep — MonbiTKa 3anuncu B pain
& l
AaHHble .
®dainbl Nosib3oBaTeNA
OpWrMHaNbHble AaHHbIe J'A ~
Onepauua nepexBayeHa Daitibl BOCCTAHOBJIEHbDI
BpemeHHas 3anu1cb paspeLleHa
\ » Bbydep 63kanos OpWrnHanbHble AaHHble

- J10KasbHbIN XXypHan



COBMECTMMOCTb Ny

CryptoDetector
npeaHa3HayeH AJ1a BbiABeHUA
n 610KMPOBKU LWLINPPOBAbLLMNKOB

SKCNepMMeHTaIbHoe TeCTUPOBaHMe COBMECTUMOCTM NOATBEPANIIO
BO3MOXHOCTb COBMECTHOM paboThbl C NpoAyKTaMu BeAYLLMX MOCTaBLUNKOB
CpeAcTB 3aLUnNTbl NHPOPMALIMOHHOM 6e30NacHOCTH.

KO
OQ’) 6630ﬁaCHOCTM kasperSky Bl.ZONE
® positive technologies ‘o » , INFOWATCH "1." UserGate

KpunTtollpo G I S

FASMH®OPMCEPBMC

MunHuManbHble TpeboBaHMA K Nporpamme
obecneynBaloT NOYTU HYZIEBYIO HArpy3Ky Ha CUCTEMY



Komy nogxoanT

CryptoDetector 3alluMLLaeT He NpocTo Bawwmn panbl,
d Bally onepaunoHHYIO AeATeNIbHOCTb U penyTauuio.

Baw 6u3Hec npoao/KMT paboTaTb, AaXe ecv WndPOBaJIbLUNK YXKE BHYTPM CETU. Balla HeMpepbIBHOCTb — Halla MUCCUS

KpynHbin
puTenn
n e-commerce

OHNanH-NAaTHOPMbI, CETU CYNepMapKeToB.
ATaka BO BpeMsA pacrnpogaxu Uav nepeg,
npasgHMKamMn — Katactpoda ANA Bbipy4Ku

NT-koMnaHnu
n paspaboTumku

CTyanu urp, copTBEPHbIE AOMA,
ayTCOPCMHIOBble KOMMaHWMU.
MoTepa NCXOIHOro KO/1A MPOEeKTa Ha
CTagnv penimsa — Kpax

@,

[fpon3BOACTBO
C HenpepbIBHbIM
LNKJIOM

FOpnandeckue
N KOHCANITUHIOBbIE
dnpMblI

KoH$MAeHUMaNbHOCTb 1 COXPaHHOCTb
[IOKYMEHTOB — OCHOBa Baluero 61sHeca.
A 6e3ynpeyHas penyTauus - 3as10r
ycrelHoro éyayuero.

Kputnyeckasn
NMHPPACTPYKTYpPaA

DHepreTnKa, 10rmMcTuK, NopThbl,
TPaHCNopTHble Xabbl, Tesiekom. OCTaHOBKA
napaniMsyeT He TOJIbKO Bac, HO U1 Lesible
PErvOoHbI M 0TPAC/IN SKOHOMUKMU.

DPnHaHCOBbLIN
ceKTop

'&\\f

An3anH-ctyann,
apx.6topo,
Meananpon3BoACTBO

YTpaTa pesy/ibTaTOB MHOTOMEeCAYHOW
paboTbl Hag NPOEKTaMu, MaKeTaMMm,
BMAE0-MaTepManamm

r

MeanunHcKmne u
obpasoBaTesibHble
yypexxaeHuns

3alMTa NepCcoHasibHbIX AaHHbIX NaLWEHTOB
WNCTYAEHTOB — 3TO HE NPOCTO TpeboBaHMA
33KOHQ, 3TO elle penyTauus, KoTopas
paboTaeT Ha Bac.

-

NccnepoBaTenbckue
MHCTUTYThI,
MHXWUHUPUNHIOBbIE
KOMMAaHUU

Baluu iaHHble YHWUKAasIbHbI U MX HEBO3MOXHO
NoBTOPUTb. MNoTepA pe3ynbTaToB
3KCMEePUMEHTOB, YepTeXeN, MATEHTHbIX 3aABOK
obepHeTcA A8 Bac noTepen 4oArnxX et
paboTbl.

BaHKM, NPOLECCUHIOBbIE LIEHTPbI, GUHTEX-
CTapTanbl. Bawm geHbru - Balwn AaHHble. Balw
NpOCTON - NoTepA TPaH3aKLUMI, WTpadbl OT
pPerynaTopoB, penyTauMOoHHbIM yaap.

MeTannyprus, xummnyeckas
MPOMBILLIEHHOCTb, apMaLeBTHKa.
OCTaHOBKa IMHNN BEAET K NMopYe CbipbA 1
060pya0BaHMSA, CPbIBY MOCTABOK,
KOJ10CCa/IbHbIM PENYTALMOHHbIM M34EPXKKAM
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Y3HaTb noapobHee

3anHTepecoBas1 NPOAYKT?

Y3HanTe HArNAQHO, Kak paboTaer
CryptoDetector oTckaHupoBaB QR-kopa




